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Ãëàâà 1

Ïðåäâàðèòåëüíûå ñâåäåíèÿ

1.1. Ââåäåíèå

Äëÿ çàùèòû èíôîðìàöèè â èíôîðìàöèîííûõ è àâòîìàòèçèðîâàííûõ
ñèñòåìàõ íå âñåãäà äîñòàòî÷íî èìåòü íàáîð ñðåäñòâ çàùèòû, òàêèõ êàê
êðèïòîãðàôè÷åñêèå ñðåäñòâà, ñðåäñòâà ðàçãðàíè÷åíèÿ è êîíòðîëÿ, ñðåäñòâà
îáíàðóæåíèÿ âòîðæåíèé è ò. ï. Íåîáõîäèìû ÷åòêèå ïðàâèëà âçàèìîäåé-
ñòâèÿ ýòèõ ñðåäñòâ, ïðàâèëà èõ èñïîëüçîâàíèÿ ó÷àñòíèêàìè âçàèìîäåéñòâèÿ
(ïîëüçîâàòåëÿìè, ïðîöåññàìè, âû÷èñëèòåëüíûìè óñòðîéñòâàìè è ò. ï.). Ðå-
ãëàìåíòèðîâàííàÿ ïîñëåäîâàòåëüíîñòü äåéñòâèé, âûïîëíÿåìûõ ó÷àñòíèêà-
ìè âçàèìîäåéñòâèÿ äëÿ äîñòèæåíèÿ çàðàíåå ïîñòàâëåííîé öåëè, îáû÷íî íà-
çûâàåòñÿ ïðîòîêîëîì. Åñëè â ïðîòîêîëå ïðèìåíÿþòñÿ êðèïòîãðàôè÷åñêèå
ñðåäñòâà, òî òàêîé ïðîòîêîë ñòàíîâèòñÿ êðèïòîãðàôè÷åñêèì ïðîòîêîëîì.
Ñîâðåìåííûå êðèïòîãðàôè÷åñêèå ïðîòîêîëû ñòðîÿòñÿ íà êðèïòîãðàôè÷å-
ñêèõ ìåòîäàõ, ñòîéêîñòü êîòîðûõ îñíîâàíà, êàê ïðàâèëî, íà ñëîæíîñòè ôàê-
òîðèçàöèè öåëûõ ÷èñåë èëè ñëîæíîñòè äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ â
êîíå÷íîé ãðóïïå. Òàêèå ìåòîäû íå ÿâëÿþòñÿ ñòîéêèìè â ïîñòêâàíòîâóþ
ýïîõó. Àëüòåðíàòèâîé òàêèì ìåòîäàì ÿâëÿþòñÿ ìåòîäû íà îñíîâå ëèíåéíûõ
êîäîâ.

Â íàñòîÿùåì ïîñîáèè ðàññìàòðèâàþòñÿ ïðèìèòèâíûå è ïðèêëàäíûå êðèï-
òîãðàôè÷åñêèå ïðîòîêîëû íà îñíîâå ëèíåéíûõ êîäîâ. Â ïåðâîé ãëàâå ïðèâî-
äÿòñÿ íåîáõîäèìûå ñâåäåíèÿ èç ëèíåéíîé àëãåáðû, òåîðèè èíôîðìàöèè, òåî-
ðèè âåðîÿòíîñòè, êðèïòîãðàôèè. Ñ èñïîëüçîâàíèåì ââåäåííûõ â ïåðâîé ãëà-
âå ïîíÿòèé âî âòîðîé ãëàâå ðàññìàòðèâàþòñÿ ïðèìèòèâíûå êðèïòîãðàôè÷å-
ñêèå ïðîòîêîëû íà ëèíåéíûõ êîäàõ. Â ïîñîáèè àêöåíò â îñíîâíîì ñäåëàí
íà ïðîòîêîëàõ, êîòîðûå ìîãóò ïðèìåíÿòüñÿ â ìíîãîñòîðîííèõ çàùèùåííûõ
âû÷èñëåíèÿõ. Â ÷àñòíîñòè, áîëüøàÿ ÷àñòü ïîñîáèÿ ïîñâÿùåíà ïðîòîêîëàì
ðàçäåëåíèÿ ñåêðåòà (ãëàâû 3 è 4).
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Ãëàâà 1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ

1.2. Ìàòðèöû è ëèíåéíûå îïåðàòîðû

Íàì ïîíàäîáÿòñÿ ïîíÿòèÿ ëèíåéíîãî îïåðàòîðà è åãî ìàòðèöû. Ïðèâå-
äåì ñîîòâåòñòâóþùèå îïðåäåëåíèÿ èç [2].

Îïðåäåëåíèå 1. Îïåðàòîð A : V → W , îòîáðàæàþùèé ïðîñòðàí-
ñòâî Km â ïðîñòðàíñòâî Kn, íàçûâàåòñÿ ëèíåéíûì, åñëè äëÿ ëþáûõ
x,y ∈ Km è ëþáîãî α ∈ K

A(x + y) = Ax +Ay, A(αx) = αA(x).

Îïðåäåëåíèå 2. Ïóñòü A: V → W � ëèíåéíûé îïåðàòîð, e1,. . . ,en è
g1,. . . ,gm � çàôèêñèðîâàííûå áàçèñû â ïðîñòðàíñòâàõ V è W , ïðè ýòîì

g1 = a1,1e1 + · · ·+ a1,nen
. . .

gm = am,1e1 + · · ·+ am,nen.

Ìàòðèöà A = (ai,j)i∈[m], j∈[n] íàçûâàåòñÿ ìàòðèöåé îïåðàòîðà A.
Ëåììà 1. ÏóñòüM � (d×e)-ìàòðèöà ëèíåéíîãî îïåðàòîðà, äåéñòâó-

þùåãî èç Feq â Fdq. Åñëè (1, 0, . . . , 0) 6∈ im(MT ), òî â ÿäðå ker(M) íàéäåòñÿ
òàêîé âåêòîð x = (x1, . . . , xe), ÷òî x1 6= 0.

Äîêàçàòåëüñòâî. Ïðåäïîëîæèì, ÷òî â ker(M) âñå âåêòîðû òàêèå, ÷òî
èõ ïåðâàÿ êîîðäèíàòà ðàâíà 0. Èç îïðåäåëåíèÿ îðòîãîíàëüíîãî äîïîëíåíèÿ
(ñì., íàïðèìåð, [2, c. 233]) ïîëó÷àåì

(ker(M))⊥ = {y ∈ Feq|∀x ∈ ker(M): (y,x) = 0}.

Èç óñëîâèÿ ëåììû âûòåêàåò, ÷òî (1, 0, . . . , 0) ∈ (ker(M))⊥. Òàê êàê äëÿ ëþ-
áîãî ëèíåéíîãî îïåðàòîðà âûïîëíÿåòñÿ ðàâåíñòâî

ker(M) = (im(MT ))⊥,

òî ïîëó÷àåì
(1, 0, . . . , 0) ∈ im(MT ),

÷òî ïðèâîäèò ê ïðîòèâîðå÷èþ.

Ëåììà 2. Ïóñòü v1 = (v11, . . . , v1n),v2 = (v21, . . . , v2n) ∈ Fnq . Òîãäà

L(v1)⊗ L(v2) = L(v1 ⊗ v2).
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1.3. Êðèïòîãðàôè÷åñêèå õåø-ôóíêöèè

Äîêàçàòåëüñòâî. Î÷åâèäíî, ÷òî

L(v1 ⊗ v2) ⊆ L(v1)⊗ L(v2).

Ïîêàæåì, ÷òî êàæäûé âåêòîð èç L(v1) ⊗ L(v2) ñîäåðæèòñÿ â L(v1 ⊗ v2).
Ïóñòü c ∈ L(v1)⊗ L(v2). Òîãäà ýòîò âåêòîð èìååò âèä

c = (a1v1)⊗ (a2v2)

äëÿ íåêîòîðûõ a1, a2 ∈ Fq. Èç îïðåäåëåíèÿ òåíçîðíîãî ïðîèçâåäåíèÿ âåêòî-
ðîâ ïîëó÷àåì

(a1v1)⊗ (a2v2) =

= (a1v11a2v21, . . . , a1v11a2v2n, . . . , a1v1na2v21, . . . , a1v1na2v2n) =

= a1a2(v11v21, . . . , v11v2n, . . . , v1nv21, . . . , v1nv2n) =

= a1a2(v1 ⊗ v2) ∈ L(v1 ⊗ v2).

Îòêóäà ïîëó÷àåì äîêàçûâàåìîå óòâåðæäåíèå.

Îïðåäåëåíèå 3. Êâàäðàòíàÿ (l × l)-ìàòðèöà A = (ai,j) íàçûâàåòñÿ
ñèììåòðè÷íîé, åñëè ai,j = aj,i äëÿ âñåõ i, j ∈ [n].

Óïðàæíåíèå 1. Ïîêàæèòå, ÷òî äëÿ ñèììåòðè÷íîé ìàòðèöû A âû-
ïîëíÿåòñÿ ðàâåíñòâî A = AT .

Óïðàæíåíèå 2. Ïóñòü a = (a1, . . . , ae). Ïîêàæèòå, ÷òî ìàòðèöà

A =


a1a

a2a

. . .

aea


ÿâëÿåòñÿ ñèììåòðè÷íîé.

Î÷åâèäíî, ÷òî åñëè A è B � ñèììåòðè÷íûå (e×e)-ìàòðèöû, òî ìàòðèöà
αA+βB ÿâëÿåòñÿ ñèììåòðè÷íîé äëÿ ëþáûõ ýëåìåíòîâ êîëüöà, íàä êîòîðûì
îïðåäåëåíû ýòè ìàòðèöû.

1.3. Êðèïòîãðàôè÷åñêèå õåø-ôóíêöèè

Îïðåäåëåíèå 4. Ôóíêöèÿ h: {0, 1}∗ → {0, 1}k, îòîáðàæàþùàÿ ñòðî-
êó áèòîâ ïðîèçâîëüíîé äëèíû â ñòðîêó áèòîâ ôèêñèðîâàííîé äëèíû k, íà-
çûâàåòñÿ õåø-ôóíêöèåé. Ôóíêöèÿ h íàçûâàåòñÿ êðèïòîãðàôè÷åñêîé,
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Ãëàâà 1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ

åñëè çíà÷åíèå h(x) äëÿ ëþáîé ñòðîêè x ∈ {0, 1}∗ ìîæåò áûòü âû÷èñëåíî
çà ïîëèíîìèàëüíîå ÷èñëî îïåðàöèé îò äëèíû ñòðîêè x è ïðè ýòîì âûïîë-
íÿþòñÿ ñëåäóþùèå ñâîéñòâà:

• óñòîé÷èâîñòü ê íàõîæäåíèþ ïðîîáðàçà: äëÿ çàäàííîé ñòðîêè
y ∈ {0, 1}k âû÷èñëèòåëüíî ñëîæíî íàéòè x ∈ {0, 1}∗, ÷òî h(x) = y;
• óñòîé÷èâîñòü ê íàõîæäåíèþ âòîðîãî ïðîîáðàçà (ñëàáàÿ óñ-
òîé÷èâîñòü ê êîëëèçèÿì): äëÿ çàäàííîé ñòðîêè x ∈ {0, 1}∗ âû÷èñ-
ëèòåëüíî ñëîæíî íàéòè òàêóþ ñòðîêó x′ ∈ {0, 1}∗, x′ 6= x, ÷òî
h(x) = h(x′);
• óñòîé÷èâîñòü ê êîëëèçèÿì (ñèëüíàÿ óñòîé÷èâîñòü ê êîëëèçè-
ÿì): âû÷èñëèòåëüíî ñëîæíî íàéòè òàêèå ðàçíûå ñòðîêè
x,x′ ∈ {0, 1}∗, ÷òî h(x) = h(x′).

Óïðàæíåíèå 3. Ïîêàæèòå, ÷òî ñëàáàÿ óñòîé÷èâîñòü ê êîëëèçèÿì
ñëåäóåò èç ñèëüíîé óñòîé÷èâîñòè ê êîëëèçèÿì.

1.4. Ýëåìåíòû òåîðèè èíôîðìàöèè

Ðàññìîòðèì äèñêðåòíóþ ñëó÷àéíóþ âåëè÷èíó X, ïðèíèìàþùóþ çíà÷å-
íèÿ èç êîíå÷íîãî ìíîæåñòâà X , p(x) = Pr{X = x} � àïðèîðíàÿ âåðîÿòíîñòü
ïîÿâëåíèÿ çíà÷åíèÿ x ýòîé ñëó÷àéíîé âåëè÷èíû. Íàáîð

(p(x))x∈X

íàçûâàåòñÿ ðàñïðåäåëåíèåì âåðîÿòíîñòåé ñëó÷àéíîé âåëè÷èíû X.

Îïðåäåëåíèå 5. Ýíòðîïèåé (ïî Øåííîíó) ñëó÷àéíîé âåëè÷èíû X íà-
çûâàåòñÿ âåëè÷èíà:

H(X) = −
∑
x∈X

p(x) log2 p(x).

Îïðåäåëåíèå 6. Ïóñòü X, Y � äèñêðåòíûå ñëó÷àéíûå âåëè÷èíû ñ
ìíîæåñòâàìè çíà÷åíèé X , Y è ðàñïðåäåëåíèÿìè âåðîÿòíîñòåé (p(x))x∈X ,
(p(y))y∈Y ñîîòâåòñòâåííî. Óñëîâíîé ýíòðîïèåé ñëó÷àéíîé âåëè÷èíû X ïî-
ñëå Y íàçûâàåòñÿ âåëè÷èíà:

H(X|Y ) = −
∑
x∈X

∑
y∈Y

p(x, y) log2 p(x|y),

à âçàèìíîé èíôîðìàöèåé íàçûâàåòñÿ âåëè÷èíà:

I(X;Y ) = H(X)− H(X|Y ) = H(Y )− H(Y |X) = I(Y ;X).
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1.5. Ëèíåéíûå êîäû

Äëÿ ñëó÷àéíûõ âåëè÷èí X è Y ñïðàâåäëèâû ñëåäóþùèå ñâîéñòâà:
• 0 6 H(X) 6 log2 |X |;
• 0 6 I(X;Y ) 6 min{log2 |X |, log2 |Y|};
• H(X) = log2 |X |, åñëè X � ðàâíîâåðîÿòíàÿ ñëó÷àéíàÿ âåëè÷èíà;

• åñëè X è Y � íåçàâèñèìûå, òî H(X|Y ) = H(X) (H(Y |X) = H(Y )) è
I(Y ;X) = I(X;Y ) = 0.

1.5. Ëèíåéíûå êîäû

Ïðèâåäåì íåîáõîäèìûå ñâåäåíèÿ î ëèíåéíûõ êîäàõ.

Îïðåäåëåíèå 7. Ëèíåéíûì [n, k, d]q-êîäîì C íàçûâàåòñÿ ïîäïðîñòðàí-
ñòâî ýôôåêòèâíîé äëèíû n è ðàçìåðíîñòè k ëèíåéíîãî ïðîñòðàíñòâà Fnq ,
òàêîå, ÷òî

min
c∈C\{0}

{wt(c)} = d, | ∪c∈C supp(c)| = n.

Íàïîìíèì, ÷òî ýôôåêòèâíîé äëèíîé êîäà C íàçûâàåòñÿ ìîùíîñòü ìíî-
æåñòâà {∪c∈C supp(c)}. Â ñëó÷àå, êîãäà êîäîâîå ðàññòîÿíèå d íåèçâåñòíî èëè
íå èñïîëüçóåòñÿ â êîíòåêñòå, òî êîä C íàçûâàåòñÿ [n, k]q-êîäîì. Ýëåìåíòû
êîäà áóäåì íàçûâàòü êîäîâûìè âåêòîðàìè èëè êîäîâûìè ñëîâàìè. Ìàòðèöà,
ñòðîêàìè êîòîðîé ÿâëÿþòñÿ âñå êîäîâûå ñëîâà êîäà C, íàçûâàåòñÿ êîäîâîé
ìàòðèöåé.

Óïðàæíåíèå 4. Ñêîëüêî ñòðîê è ñòîëáöîâ â êîäîâîé ìàòðèöå ëèíåé-
íîãî [n, k]q-êîäà?

Îïðåäåëåíèå 8. Ïîðîæäàþùåé ìàòðèöåé [n, k]q-êîäà C íàçûâàåòñÿ
(k × n)-ìàòðèöà GC òàêàÿ, ÷òî

C = {mGC: m ∈ Fkq} = L(GC). (1.1)

Èç (1.1) ñëåäóåò, ÷òî åñëè GC � ïîðîæäàþùàÿ ìàòðèöà, òî äëÿ ëþáîé
íåâûðîæäåííîé (k× k)-ìàòðèöû S ìàòðèöà SGC òàêæå ÿâëÿåòñÿ ïîðîæäà-
þùåé.

Òàê êàê äëÿ [n, k]q-êîäà C ïîðîæäàþùàÿ ìàòðèöà GC èìååò ðàíã k, òî
ñðåäè ñòîëáöîâ ýòîé ìàòðèöû íàéäóòñÿ k ëèíåéíî íåçàâèñèìûõ ñòîëáöîâ.

Îïðåäåëåíèå 9. Ïóñòü C � ëèíåéíûé [n, k]q-êîä. Ìíîæåñòâî íîìå-
ðîâ êîîðäèíàò τ , |τ | = k, òàêîå, ÷òî rank(GC |τ) = k, íàçûâàåòñÿ èíôîð-
ìàöèîííîé ñîâîêóïíîñòüþ.
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Ãëàâà 1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ

×èñëî âñåõ èíôîðìàöèîííûõ ñîâîêóïíîñòåé äëÿ [n, k]q-êîäà C íå ïðå-
âûøàåò

(
n
k

)
.

Óïðàæíåíèå 5. Ïîêàæèòå, ÷òî åñëè τ � èíôîðìàöèîííàÿ ñîâîêóï-
íîñòü êîäà [n, k]q-êîäà, òî äëÿ âñåõ ïîðîæäàþùèõ ìàòðèö ýòîãî êîäà âû-
ïîëíÿåòñÿ ðàâåíñòâî rank(GC |τ) = k.

Îïðåäåëåíèå 10. Åñëè τ � èíôîðìàöèîííàÿ ñîâîêóïíîñòü, òî ïî-
ðîæäàþùàÿ ìàòðèöà âèäà

(GC |τ)−1GC

íàçûâàåòñÿ ïîðîæäàþùåé ìàòðèöåé â ñèñòåìàòè÷åñêîì âèäå.

Îïðåäåëåíèå 11. Ïðîâåðî÷íîé ìàòðèöåé [n, k]q-êîäà C íàçûâàåòñÿ
òàêàÿ (n− k × n)-ìàòðèöà HC ïîëíîãî ðàíãà, ÷òî

HCG
T
C = O. (1.2)

Èç ðàâåíñòâà (1.2) âûòåêàåò, ÷òî ëèíåéíûé [n, k]q-êîä C ìîæåò áûòü
îïðåäåëåí ñ ïîìîùüþ ïðîâåðî÷íîé ìàòðèöû:

C = {c ∈ Fnq : HCc
T = 0T (∈ Fn−kq }. (1.3)

Îïðåäåëåíèå 12. Ïóñòü C � ëèíåéíûé [n, k]q-êîä. Ïîäïðîñòðàíñòâî
ïðîñòðàíñòâà Fnq , ïîðîæäåííîå ñòðîêàìè ìàòðèöû HC, íàçûâàåòñÿ êî-
äîì, äóàëüíûì ê êîäó C:

C⊥ = L(HC) = {c′ ∈ Fnq : ∀c ∈ C (c, c′) = 0}.

Äëÿ ýòîãî êîäà èñïîëüçóåòñÿ îáîçíà÷åíèå C⊥.

Òåîðåìà 1. Â ïðîâåðî÷íîé ìàòðèöå HC ëèíåéíîãî [n, k, d]q-êîäà C íà-
áîð èç ëþáûõ d− 1 ñòîëáöîâ ÿâëÿåòñÿ ëèíåéíî íåçàâèñèìûì.

Äîêàçàòåëüñòâî. Ïðåäïîëîæèì, ÷òî ñóùåñòâóåò ëèíåéíî çàâèñèìûé íà-
áîð ñòîëáöîâ

HC |i1, . . . , HC |id−1.
Ñëåäîâàòåëüíî, ñóùåñòâóåò òàêîé íåíóëåâîé âåêòîð z(∈ Fnq ) âåñà íå áîëåå
d− 1, ÷òî

zi1HC |i1 + · · ·+HC |id−1zid−1 = 0T (∈ Fn−kq ).

Èíà÷å ýòî ðàâåíñòâî ìîæíî ïåðåïèñàòü â ñëåäóþùåì âèäå:

HCz
T = 0T (∈ Fn−kq ).

Ó÷èòûâàÿ (1.3), ïîëó÷àåì, ÷òî z ∈ C. Îäíàêî ýòî ïðîòèâîðå÷èò òîìó, ÷òî
êîä C èìååò ìèíèìàëüíîå ðàññòîÿíèå d, â òî âðåìÿ êàê wt(z) 6 d− 1.
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